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HNHcTpykuus AJs 00y4aromuxcs
1o o0ecrneYeHu0 MH(POPMAIMOHHON 0€30I1aACHOCTH NMPHU UCIOJIbL30BaHUU ceTH «AHTepHeT» 1S
pa3MenieHusi B y4eOHbIX KAOMHETAaX, B KOTOPBIX OCYLIECTBJIAETCH 10CTYN B ceTh « UHTepHET)»
C KaXJpIM rOJIOM MOJIOJEKH B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, a ITKOJIBHUKH OHH U3 CAMBIX
aKTUBHBIX Tolib3oBareneil Pynera. Mexny Tem, MOMHUMO OTPOMHOIO KOJMYECTBAa BO3MOXKHOCTEH,

WHTEPHET HECET U MpoOJieMbl. JTa maMsATKa J0HKHA TOMOYb Tebe 0€301MacHO HAXOIUThCS B CETH.

KoMmnbioTepHbie BUPYCHI

KoMmnploTepHblii BUPYC - 3TO Pa3sHOBHIHOCTh KOMIBIOTEPHBIX MPOrpamMM, OTIWYUTEIbHOM
0COOCHHOCTBIO KOTOPOH SIBJISIETCS CHOCOOHOCTh K Pa3MHOXKEHHIO. B J0MoNHeHne K 3TOMY, BUPYCHI

MOTYT TIOBPEAWTh WJIH TOJHOCTHIO YHHUYTOXUTh Bce (Qailibl W JaHHBIE, TOJKOHTPOJIbHBIE

MOJI30BATENI0, OT IMEHU KOTOPOT0 OblIa 3amyIllieHa 3apa)KeHHas MPoTrpaMMa, a TaK)Ke MOBPETUTh WU

Ja)ke YHUYTOXKHUTH OMEPAIlMOHHYIO CUCTEMY CO BceMHu (Qaitnamu B 1ejoM. B OOnbIIMHCTBE ciyuyaeB

pacipoCTpaHsIOTCS BUPYCHI Uepe3 HHTEPHET.
MeTop! 3aIUTH OT BPEIOHOCHBIX MPOTPAMM:

1. Vcnonb3yii cOBpeMEHHBIE ONEPAIIMOHHBIC CUCTEMBI, UMEIOIINE CEPHhE3HBIN YPOBEHB 3aIIUTHI OT
BPEIOHOCHBIX TIPOTPAMM;

2. TloctrossHHO  ycTaHaBnuBaiW mayTH  (UUQpPOBBIE  3alIaTKH, KOTOPbIE  ABTOMATHYECKU
YCTaHABIUBAIOTCS C IENBI0 TOPA0OTKU MPOrPaMMBbl) U Ipyrue 0OHOBJICHHS CBOCH OMEpaliuOHHON
cucteMbl. CkaunBail UX TOJNBKO C oduimansHoro caita paspadborunka OC. Ecnu cymectByer
pPEXKUM aBTOMATHIECKOTO OOHOBIICHHUSI, BKJIIOUH €T0;

3. Pabotail Ha cBOeM KOMIIbIOTEpE MO/ MpaBaMU TOJH30BATENd, a HE agMHUHHCTpaTopa. JTO HE
MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HMHCTAJLUTUPOBATHCS HAa TBOEM IMEPCOHATHLHOM
KOMITHIOTEPE;

4. Hcnonws3yil aHTUBUPYCHBIE TIPOTPAMMHBIE TPOAYKTHI HW3BECTHBIX MPOM3BOJIUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub (HpU3HUECKUN JOCTYI K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Hcmonp3yil BHEITHUE HOCUTENW MHPOPMAIINH, TaKWe Kak (JIeliKa, TUCK Wi Gaiia U3 HHTEpPHETA,

TOJIBKO M3 ITPOBEPCHHBIX HCTOUYHUKOB,



7. He oTkpbiBali KOMIBIOTEpHBIC (haiiiibl, MOJYYCHHBIC W3 HEHAJACKHBIX HMCTOYHUKOB. Jlake Te
(aiinel, KOTOpPBIE MpHCIIal TBOM 3HAKOMBIN. JIydIle yTouHU Y HEro, OTHPABJISUI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHi, Mapka. Emie B
1991 romy Humepianiackas kommaHus 3apeructpupoBana Openn "WECA", dro o6o3Havaio
cnoBocodetanue "Wireless Fidelity", koTopsrii mepeBouTcs kKak "0ecripoBOAHASI TOYHOCTH .

Jlo Hamero BpeMeHH JoluIa apyras abopeBuarypa, KOTopast sSIBJISETCS TAKOU K€ TEXHOJIOTUEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTAaHJIAPT BBICIICH 3BYKOBOM
texHuku Hi-Fi, 9to B mepeBoie o3HavaeT "BhICOKAas TOUHOCTh'".

Jla, OecruiaTHBI WHTEPHET-IOCTYN B Kade, OTEIsIX W adpoIopTax SBISETCS OTIHYHOU
BO3MOXXHOCTBIO BBIXO/Ia B HHTEpHET. HO MHOTHE KCIIepPTHI CUUTAIOT, 4TO obmenoctynasie Wi-Fi cetn
HE SBJISIOTCS O€30MaCHBIMH.

CoBeTbl 0 6€300aCHOCTH PA0OTHI B 00IIeN0CcTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro JmuHyro nHpopmanuio gepe3 odmenocrynasie Wi-Fi cern. Paboras B HuX,
KeIaTeJIbHO He BBOAMUTH MApOJIH JIOCTYIIA, IOTHHBI M KaKHe - TO HOMEpa;

2. Vcnonb3yii 1 0OHOBJISI aHTUBUPYCHBIE IPOTPaMMBbI U OpanaMayep. TeM caMbIM Thl 00€301acHIITh
ce0s OT 3aKayKH BUpYca Ha TBOE YCTPOICTBO;

3. Tlpu wmcnome3oBannn Wi-Fi otkmoun ¢ynknuto "OOmui moctym k (aiimam u mpuHTEpam'.
JlanHast GYHKIHUS 3aKPBITA 10 YMOTYAHHIO, OJTHAKO HEKOTOPBIE ITOJIb30BATENI aKTHBHPYIOT €€ JIIs
y100CTBa HCHOIB30BaHUA B paboTe UK yuebe;

4. He ucnone3yit myonuunsii WI-FI ans mepenauu NUYHBIX JaHHBIX, HApUMeEp ISl BBIXOAA B
COITMAIIbHBIC CETH WIIM B 3JICKTPOHHYIO MTOUTY;

5. Hcmonb3yit Tonbko 3amnmuiieHHoe coenuuenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
anpeca BBoau umeHHo "https://";

6. B moOunbHOM Tenedone otkmoun ¢yHknuio "Ilogkmrouenume k Wi-Fi aBromatnuecku". He
JIOTTyCKall aBTOMaTHYEeCKOTro MOAKIIOUEeHUs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTH

ConmanbHble CETH aKTHBHO BXOJAT B HAIy >XKM3Hb, MHOTHE JIIOJM pabOTalOT U JKUBYT Tam
NOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MUIUIMAP] YEJIOBEK, YTO SIBISIETCS OJHOM ceIbMOi
BCEX JKUTEINEH IIaHeThl. MHOTHE TI0JIh30BATENN HE TIOHUMAIOT, YTO HH(OpMAIHs, pa3MeIIeHHas MU
B COLHUANbHBIX CETSIX, MOXKET OBITh HaiileHa W HCIOJIb30BaHa KEM YTOAHO, B TOM 4YHUCIE HE
00s13aTeNbHO ¢ OJaruMu HaMEPEeHUSIMH.

OCHOBHBIE COBETHI 0 0E€30I1aCHOCTH B COLMAIILHBIX CETAX:

1. Orpanuub ciucoK apy3eil. Y Te0st B Ipy3bsSX HE TOJDKHO OBITh CTy4alHBIX U HE3HAKOMBIX JIIOJICH;



2. 3amumai CBOI 4YacTHYH Xu3Hb. He ykaspiBali maponm, TenedoHbI, aapeca, JaTy TBOETO
POXACHUS W JPYryl0 JHYHYIO HH(OpMAIuio. 3JI0YMBIIIJICHHUKA MOTYT HCIIOJIb30BaTh JaKe
MH(POPMAIIHIO O TOM, KaK Thl M TBOM POJUTEIH IUIAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3ammiai cBO peryTaluio - Iep>KU €€ B UUCTOTE U 3a/1aBail cebe BOMpoc: XoTed Obl Thl, YTOOBI
JIpyrue TMOoJb30BaTeNu BUJIENIM, 4YTO Thl 3arpyxaemsb? Ilogymail, mnpexae dYeM 4YTO-TO
OIy0JIMKOBAaTh, HAITUCATh U 3arPy3UTh;

4. Ecau Tl TOBOpUIIb C JIFOJBbMHU, KOTOPBIX HE 3HAELIb, HE UCNOJIb3YH CBOE pEaIbHOE UMS U JPYTYIO
JTUYHYI0 HHGOPMAIIUU: UM, MECTO JKUTEJIbCTBA, MECTO yueObl U IpoYee;

5. W3b6erait pasmenienus ¢ortorpaduii B IHTepHETE, T1e ThI M300paXK€H Ha MECTHOCTH, TI0 KOTOPOK
MO>KHO OIPENIEIUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrpanuu B COIMAIBHON CETH HEOOXOIUMO HCIOIB30BATH CIOKHBIE MAPOJIH, COCTOSIINE
13 OyKB ¥ (P U C KOIUIECTBOM 3HAKOB HE MeHee §;

7. Jlns coumanpHOM CEeTH, MOYTHI U JIPYTMX CAWTOB HEOOXOIMMO HCHOJIb30BaTh pa3HbIC MapOIIH.
Toraa ecnu Te0s B3110MAIOT, TO 3JI0YMBIIUIEHHUKH TIOJy4aT IOCTYI TOJBKO K OJHOMY MECTY, a HE
BO BCE Cpa3y.

DJIeKTPOHHBbIE 1eHbIH

OJEeKTpOHHbIE JEHbIM - 3TO OYEeHb YAOOHBIM cmocod IuIaTexel, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JECHBIH.

ONEeKTPOHHbIE JEHBbIW MOSBUIUCH COBCEM HEJABHO W HMMEHHO M3-32 3TOI0 BO MHOTHUX
rocyapcTBax J0 CUX IOp HE IMPONMCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (QYyHKIMOHMPYIOT M O HUX YK€ MPOIHUCAHO B 3aKOHE, TJIe UX pa3iessioT Ha
HECKOJIbKO BHJIOB - AaHOHMUMHbBIE M HE aHOHMMHblE. Pa3HHMIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi NpOBOJUTh OomNepalnuu 0e3 UAeHTU(UKAIMY M0JIb30BATENs, @ B HEAHOHUMHBIX
UACHTU(DUKAIMS [TOJ30BATENs ABISETCA 0053aTeIbHOI.

Taxoke cieayeT pasiauuyaTh 3JEKTPOHHBIE (UATHBIE JEHbIW (PaBHBI TOCYJapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHBIEC HE(HUATHBIE IEHbI'U (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI IO 0€30ITaCHO padoTe C IIEKTPOHHBIMU JIEHEIAMU .

1. TIpuBsku K cyeTy MOOMIIBHBIN TenedoH. DTO caMblif yI0OOHBINA U OBICTPBINA CIIOCOO BOCCTAHOBUTH
J0CTyN K cuery. [IpuBsi3aHHBIN TenedOoH MOMOXKET, eciau 3a0yIellb CBOM IIaTeKHBINA MapoJib WK
3aiJIenIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonp3yit ogHOpa3oBbie mapoiu. [locne mepexoma Ha yCHIIEHHYIO aBTOPH3alldI0 TeOe yke He
OyzeT yrpokaTh OIAaCHOCTb Kpasku MJIM TepexBaTa IIaTeXHOTO MapoJs;

3. Bribepu cnoxsbiii mapons. IlpectynmHukam OyAeT He MPOCTO YrajaTh CIOXKHBIA Mapodb.

Hagnexxuble maponu - 3T0 maposiv, KOTOpble coep:KaT He MeHee § 3HaKOB M BKJIIOYAIOT B ceOs



CTPOYHBIE M NMPONUCHBIE OYKBBI, HU(PHI M HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HaK AoJiapa, pyHTa,

BOCKJIMIIATENbHBIN 3HAK | T.11. Hanpumep, $tROng!;;
4. He BBOJM CBOM JUYHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JOBEPSCLIb.
DJIeKTPOHHAS MOYTA

OJEeKTpOHHAs IOYTa - 3TO TEXHOJOTUS M IPEJOCTaBJIAEMbIE €I YCIYI'M IO IEpEChUIKE U

MOJTYYCHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PAaCHpeAesOTCs B KOMIbIOTEpHOH cetn. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIM SIIMK BBIMJIAJUT CIEAYIOIMIMM 00pa3oM: UM TOJIb30BATEISI(@UMS_JIOMEHA.
Taxoxe Kpome nepegadu NpPOCTOro TeKCTa, UMEETCsl BO3SMOXKHOCTb IepeaBaTh (haiibl.

OCHOBHBIE COBETHI 10 O€30IaCHOM pa60Te C DIICKTPOHHOM MOYTOM:

1. Hano BBIOpaTh MpaBUIIBHBIN TOYTOBBIN cepBUC. B HHTEpHETE ecTh OrpOMHBIN BBIOOP OeCIUIaTHBIX
IIOYTOBBIX CEPBUCOB, OJJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIIb M KTO IIEPBBIA B PEUTHHIE;

2. He yxaspiBali B JM4yHOM 1mouTe JM4HYyl0 HHpopMmanuio. Hampumep, iyuiie BbIOpaTh
"My3bIKanbHbIN _paHat@" wim "pok2013" Bmecto "temal3";

3. Hcnonp3yll ABYXSTamHYIO aBTOPU3ALMIO. DTO KOTZAa TIOMHUMO Tapojisi HY)KHO BBOJUTH KOJ,
npucbu1aeMblil mo SMS;

4. BbiOepu cnoxHbIM naposib. s Kaxzoro moyToBOrO SLIMKAa JOKEH OBITh CBOW HaJ€XKHBIMH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecth BO3MOKHOCTB HalMCaTh CAaMOMY CBOM JIMUHBIM BOIIPOC, UCIOIb3YH 3Ty BO3MOXKHOCTH;

6. Hcnonp3yld HECKOJBKO IMOYTOBBIX SIIMKOB. IlepBbIid Ui 4acTHOW TMEpPENUCKH C ajpecaTrami,
KOTOPBIM ThI JOBEpSEIIb. JDTO JIEKTPOHHBIN aJpec HE HAaJ0 MCIIOJIb30BaTh IPU PETUCTPALlMU Ha
¢dopymax u caiitax;

7. He otkpsbiBail (aiiiasl U Apyrue BIOKEHUS B MHCbMax, Aa)Ke €CIM OHM IPUILIUIA OT TBOUX ApY3eil.
Jly4iie yTOYHM y HUX, OTIPABIISIIN JIU OHU TeOe 3TH (ailibl;

8. Ilocne okoH4aHUs pabOTHI HAa MOYTOBOM CEpPBHUCE MEpe]l 3aKPhITHEM BKIIAJKH C CAUTOM He 3a0yib

Ha)xaTb Ha "Briitn".

Ku0epOyiMHT WM BUPTYAJIbHOE H3/1€BATEIbCTBO

KubepOymiuHr - mpeciiejoBaHHE COOOIIEHUSMHU, COIEpPXKAIIUMU OCKOpOJIEHUs, arpeccuio,
3allyTUBaHMWE;  XYJIWIaHCTBO,  COLMAIbHOE  OOMKOTMpOBaHME C  IMOMOLIbIO  Pa3IMUYHBIX
MHTEPHETCEPBHCOB.

OcCHOBHBIE COBETHI 0 00OpKOE ¢ KUOEPOYIIIMHIOM




1. He Opocaiicst B 60ii. JIyqmmii crmoco0: TOCOBETOBATHCS Kak CeOsl BECTH U, €CIIU HET TOTO, K KOMY
MOKHO OOpaTHUThCS, TO BHAYaje YCHOKOUThCA. ECiu Thl HayHeIIb OTBEYaTh OCKOPOJICHUSMHU Ha
OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIIe Pa30kKelb KOH(IUKT;

2. Yupapnsai cBoeil kubeppernyTaiuen;

3. AHOHHMMHOCTh B ceTh MHUMas. CylIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOMT 33 aHOHMMHBIM
aKKayHTOM;

4. He crour BecTH XyTUTaHCKUNH 00pa3 BUPTyadbHOW >XM3HH. VHTEpHET (UKCUpPYET BCE TBOH
JEUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. Cobmrofaii CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii emuHmuHbli HeratuB. OmHOpPA30BBIE OCKOPOWTENBHBIE COOOLICHHS JTydIle
UrHOpUpoBaTh. OOBIYHO arpeccHs MpeKpamiaeTcs Ha Ha4yallbHOW CTa UM,

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMHM COOOLIEHUSMH, B COLIMATIbHBIX CETAX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKHM COOOIEHHH C ONPEeICHHbIX aAPECOB;

8. Ecmm 1B cBuaerens kubepOymumHra. TBOM NEHCTBUSA: BBICTYNIUTH IMPOTHUB IPECIEIOBATEN,
[I0Ka3aTh MY, YTO €r0 JEHCTBUS OLIEHUBAIOTCS HETATUBHO, MOJJIEPKATh KEPTBY, KOTOPOU HYXHA
IICUXO0JIOTHYECKasi IOMOIIb, COOOIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOuabHbIi TeJ1e()oH

CoBpemeHnHble cMapT(OHBI U IJIAHIIETHl coAepkKaT B ceOe BIIOJIHE B3POCHbIN (YHKIMOHAM, U
TeNepb OHU MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMHM KoMIbloTepamMu. OJIHAKO, CPEACTB 3alllUThI
U1 TOJTOOHBIX YCTPOMCTB MOKA O4€Hb Majio. TecTupoBaHUE U MOKMCK YSI3BUMOCTEH B HUX MPOUCXOIUT
He TaKk HHTeHCUBHO, Kak ais [1K, To *e camoe kacaercss 1 MOOMIIbHBIX IPUIIOKEHUI.

CoBpemeHHbIE MOOWIBbHBIE Opay3epbl YK€ NPaKTHMYECKH JOTHAJIM HACTOJIbHBIE aHaJorH,
OJIHAKO pacimupeHre ¢yHKIMOHANA BIEYET 3a CO000W OOJBIIYI0 CIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTD.

Jlaneko He BcCe NPOM3BOJUTENN BBIMYCKAIOT OOHOBIICHUS, 3aKpHIBAIOIINE KPUTHYECKUE

YSA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JUIs 0€30MacHOCTA MOOMIIBHOTO TeliedoHa:

1. Hudero He sBIseTCS MO-HACTOsIIeMy OecruiaTHBIM. bynb oOcTOpoXeH, Bemb Korja Ttede
IpeaararoT OeCIIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE - TO IJIATHBIC YCIYTH;

2. Nymaii, mpexnae yeM otnpaBuTb SMS, ¢oto mwim Buzpeo. Thl TOUHO 3HAElIb, TAE OHH OYAYT B
KOHEYHOM UTOre?
Heo6xoamuMo 0OHOBISATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQOHa;

4. Hcnonw3yit aHTUBUPYCHBIE TTPOTPAMMBI JIJ1s1 MOOMIIBHBIX TeNIe(hOHOB;



He 3arpyxkaii mnpunoxeHuss OT HEM3BECTHOTO HCTOYHHMKA, BEIb OHU MOTYT COJEPXKaThb
BPEIOHOCHOE MPOrpaMMHOE 00ecIeYeHue;

[Tocne Toro kKak Thl BBIAACHIL C CaiiTa, TJe BBOJIWI JUUHYIO MH(OpMAIMio, 3aiiin B HACTPOUKH
Opay3sepa u ynanu cookies;

[lepuoanuecku mpoBepsiii, Kakue IUIaTHbIE YCIYT'H aKTUBUPOBAHbI Ha TBOEM HoMepe; JlaBaii cBoi
HOMEp MOOMIBLHOTO Tene(oHa TOIBKO JIFOISIM, KOTOPBIX ThI 3HACIIH U KOMY JOBEPSICIIIb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTJIa Thl MM HE IMOJb3yenibcs. He 3a0biBail mHOTIA

MIPOBEPSTH 3TO.

Online urpsi

COBpeMeHHI)IG OHHaﬁH-HFpLI - OTO KpaCOYHBIC, 3aXBaTbIBAIOIINEC PA3BJICYCHM, O6’I)CZII/IH$IIOHII/IC

COTHHU ThICSY YEJIOBEK MO BceMy Mupy. WMrpokum ucciaeayloT NaHHBIM UM MUp, OOLIAIOTCS JIpYr C

APYTrOM, BBIIOJHAKT 3aldHUA, CPAKAOTCA C MOHCTpAMU W IIOJIYyHYarOT OIIBIT. 3a YAOBOJILCTBUC OHU

IUIATAT: IIOKYIIAOT AUCK, OIIAYUBAIOT aOOHEMEHT WU HpI/IO6p€TaIOT KaKHC-TO OIILIHH.

Bce st cpeacTtBa UAYT HA MOAACPKAHHUEC U PA3BUTUC UTPBI, a4 TAKIKC Ha CaMy 0e301aCHOCTb:

COBCPUICHCTBYIOTCSA CHUCTCMbI aBTOpHU3allMH, BBITYCKAIOTCA HOBBIC IMATYU (III/I(i)pOBLIC 3aryIaTKu JJIsd

MIPOrpaMM), 3aKPBIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OIacaTbCs HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO Kpa>KuU TBOCTO

mapoJjisd, Ha KOTOpOM OCHOBAaHa CUCTEMA aBTOpHU3aAllUA OOJILIIMHCTBA urp.

N o g &~ w

OCHOBHBIE COBETBI IO 0€30IaCHOCTH TBOET'O MT'POBOTO aKKAYHTA:

Ecnu ppyroit urpok BemeT cebsl IUIOXO WM cO37aeT Tebe HEeNpHUSATHOCTH, 3a0J0KUpYHl ero B
CIIMCKE UTPOKOB;

[Toxany¥icds aIMHHHCTpAaTOpaM MIPbl Ha IUIOXOE€ IIOBEACHHE JTOrO0 WIPOKA, IKEIATEIBHO
IIPUJIOKUTH KAKHUE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyto nHpopmaiuio B mpodaiisne urpsr;

YBaxail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnuBaii HeoumaabHpIe TATYH U MO/IBI,

Hcnonw3yit CIOXKHBIE U pa3HbIE TApOJIH;

Jlasxxe BO BpeMsl UIpPBbl HE CTOMT OTKJIIOUaTh aHTHBHUpYC. [loka ThI urpaemb, TBOH KOMIBIOTED

MOTYT 3apa3HTh.

OUmMHT 1IN Kpazka JUIHbIX JaHHBIX

OObIYHON Kpaked JeHer W JOKYMEHTOB CETOJIHS Y€ HUKOIO He YAMBHILIb, HO C pa3BUTHEM

I/IHTepHeT-TGXHOHOI‘Hﬁ 3JIOYMBIINIJICHHUKH MEPCMCCTUIIMNCh B MHTCPHET, U MPOAOJDKAKOT 3aHUMATLCH

"TIIOOUMBIM" 1EJIOM.

Taxk mosBHUIIaCH HOBas yrposa: HUHTCPHCT-MOLICHHUYCCTBA WA (1)I/II_HI/IH1", TJ1aBHas1 1LCJIb

KOTOPOro COCTOMT B ITOJYUYCHHUH KOH(i)I/II[eHHI/IaJ'IBHBIX JaHHBIX IMOJIb30BATEJICH - JIOTHHOB U naponeﬁ.



Ha anrnumiickom s3eike phishing umrtaercs xak ¢ummar (ot fishing - pweiOHas nois, password -
apoJib).

OcCHOBHBIE COBETHI 0 00pLOE ¢ HUILIMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecnu Thl mojmo3peBaelllb, YTO TBOs aHKeTa Oblja B3JIOMaHa, TO
HE00X0AMMO 3a0J0KHPOBaTh €€ U COOOLIUTh aIMHHHUCTpAaTOpaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Wcnonp3yii 6e30macHbie BEO-CalThI, B TOM YHUCIIe, MHTEPHET-MAra3uHOB U MIOMCKOBBIX CHCTEM;

3. Hcnonw3yit cioxxHele W pasHble napoiad. Takum oOpa3oM, eciau TeOs B3JIOMAaKOT, TO
3JI0YMBIIIJICHHUKH NOJYYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3IOMaNM, TO HEOOXOIUMO PEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABICHBI
y T€0s B IPY3bsX, O TOM, YTO TeOsl B3IIOMAIH M, BO3MOXKHO, OT TBOEIO UMEHH OyJeT pacCchUIaThCs
CIaM U CChUIKU Ha (PUIIMHIOBbIE CATHI;

5. VYcranoBu HanexHbil naponb (PIN) Ha MoOuIbHBIN TenedoH;

6. OrkiIroYM COXpaHEeHHE Maposisi B Opaysepe;

7. He otkpbiBaii (aiiisl U Ipyrue BIOKEHHS B MUChMaX, Ja)Ke €CIIM OHH MPHUIILIH OT TBOMX JPY3€H.
Jlydiie yTOYHH y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (hailibl.

HMudposas penyrauus

[MudpoBast pemyranusi - 3TO HEraTWBHAs WM IO3UTHMBHas WHQoOpMalus B CETU O Tebe.
Kommpomerupytomias uHpopMmaius, pa3MelleHHass B HHTEPHETE, MOXET CEepbe3HbIM 00pazoM
OTpa3uTbcs Ha TBoOeH peanbHOW >xu3HU. "LludpoBas pemyramus" - 3TO TBOW HMMHUIK, KOTOPBIH
dbopmupyercst u3 uHpopMaIuu o Tede B UHTEPHETE.

TBoOe MeCTO >KHUTENbCTBa, Y4eObl, TBOE (DMHAHCOBOE TMOJIOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MOoAPOCTKU JIETKOMBICIEHHO OTHOCATCA K IyOJMKAlMM JUYHOM HHpopManuu B
WHTepHeTe, HE MOHMMAas BO3MOXHBIX NMOCIEACTBUI. Thl Aake HE CMOXEIIb A0rafaTtbCsi O TOM, YTO
¢dotorpadus, pasmenieHHas 5 JeT Ha3a/l, cTaja IPUYMHON 0TKa3a IPUHATH TeOst Ha paldoTy.

KommenTapuu, pasmemieHue TtBoux (otorpaduili m npyrue JOeHCTBUS MOTYT HE HCYE3HYTh
Jla’ke TocIie TOT0, KaK Thl UX yJaluIib. Thl HE 3Haellb, KTO COXPaHWI 3Ty WH(OpMAIHIO, ToMana JIn
OHa B TIOMCKOBBIE CHCTEMBI M COXPAHMJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT 0 Tebe OKpYXKarolue
JIFO/TA, KOTOPbIE HAMAYT W YBUIAT 3T0. HailTn mHpOpMaIMIO MHOTO JIET CITYCTs CMOXKET JIF000H - Kak
U3 J00pBIX MOOYKJCHUMH, TaK U C HAMEPEHUEM IPUUUHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

(OCHOBHBIE COBETHI IO 3ammre MUudpPOBON PENYTALIUNA:

1. TMoxmymaii, mpexae 4yeM 4To-TO MyOJMKOBaTh W IepeaaBaTh y ceOs B OJore WM B COLMAIBHOM

CeTH;



2. B Hacrpoiikax mnpodwis yCTaHOBHM OTpPaHUYECHHS Ha TMPOCMOTP TBOEro MpoPuiIs W €ro
COJIEPKUMOT0, ClIeNIail ero TOJIbKO "1uist npy3eit';

3. He pasmemaii u He ykas3piBalli WH(OPMAILHIO, KOTOpas MOMXKET KOTo-TMO0 OCKOpOISATh WIH
00MXaTh.

ABTOpCKOE IPaBo

CoBpeMeHHBIE TIKOJILHUKH - aKTUBHBIC TOJb30BaTeNu HuppoBoro mpocrpancTBa. OmHAKO
JaJIeKO HE BCE 3HAIOT, YTO MOJH30BAHWE MHOTUMH BO3MOXKHOCTSIMH IU(GPOBOrO MHUpa Tpedyer
coOJII0ICHUSI TTPaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEIUIEKTyajbHash COOCTBEHHOCTh' OTHOCHTCS K Pa3JIMYHBIM TBOPEHUSM
YeIIOBEYECKOT0 yMa, HAYMHASI ¢ HOBBIX M300PETCHUU M 3HAKOB, 00O3HAUYAIONINX COOCTBEHHOCTHh HA
MPOAYKTHl M YCIYTH, W 3aKaH4MBasg KHHUTaMH, (oTorpadusiMu, KHUHODWIBMAMH U MY3bIKaTbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO NpaBa Ha HHTEIIEKTYallbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAYKH,
JUTEPaTyphl M WCKYCCTBA. ABTOPCKHE TIpaBa BBICTYIIAIOT B KAauyeCTBE TapaHTUU TOTO, HYTO
WHTEJUICKTYAIbHBIN/TBOPUCCKHIA TPYyJ aBTOpa HE OyIeT HampacHbIM, JAacT €My CIPaBEJIHBBIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ylbTaTaX CBOEro TpyAa, MOJIYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 paspelieHus aBTopa He MOXET BOCIIPOU3BOJUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHATh, MYOINYHO
JEMOHCTPHPOBATh, MPOJaBaTh, HMMIIOPTHPOBATh, ITyCKaTh B MPOKAT, MYOJIMYHO WCIIONHSTH,
MTOKa3bIBAaTh/UCTIONHSATE B 3(pupe wim pa3memars B lHTepHETE.

Hcnonp3oBanue "MHPaTCKOTO" MPOTPaAaMMHOIO OOECTeueHUsT MOKET MPUBECTH K MHOTHM
pHUCKaM: OT MOTEepHU JAHHBIX K TBOUM aKKayHTaM /10 OJIOKHPOBKH TBOETO YCTPOMCTBA, T/I€ yCTaHOBJICHA
HeJeranbHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JICTAIBbHBIE W OCCIUIATHBIC
MIPOrPaMMBbI, KOTOPhIC MOKHO HAHTH B CETH.

O noprane

CereBuuoK.p( - TBOI TTaBHBIA COBETYHK B CETH. 371€Ch Thl MOXEIIb y3HATH O 0€30MaCHOCTH B

CETH TIOHATHBIM M JIOCTYITHBIM SI36IKOM, a IPU BO3HUKHOBEHUW KPUTHUCCKON CUTYyaIluu 0OpaTHTHCS 3a

COBETOM. A TakKe MPUHATH y4acTHe B KOHKYpCaxX U CTaTh CaMbIM LHU(POBBIM IpaxkaaHUHOM!

WHCTPYKIUS JJISI OBYUAIOIINXCSI Ob HH®OPMAIIMOHHON
BE3OIIACHOCTH
HEJIb351
1. Bcem mogapsa cooOmaTh CBOIO YacTHYIO MH(OpMaIuio (HacTosuue ums, GpamMuinio, tenedoH,
aZpec, HOMEP IIKOJIbI, a Takke (poTorpadun CBOH, CBOEH CEMbU U IPY3€H);

2. OTkpbIBaTh BIOXKEHHBIE (hailiIbl SIEKTPOHHOM MOYTHI, KOTJ[a HE 3HACIIb OTIIPABUTEIIS;



['pyOuTh, NpuaMpaThCs, OKa3bIBaTh JAaBJICHHUE - BECTH ce0sl HEBEKIIMBO U arPeCCUBHO;

4. He pacnopspkaiics aeHbraMd TBOEH ceMbH 0e€3 pa3pelieHHsl CTapIIMX - BCerjga CHparimBan
poauTenen;
5. He Bcrpeuwaiics ¢ MHTepHET-3HAKOMBIMH B pEaJbHON J>KM3HHU - TIOCOBETYHCS CO B3POCIHBIM,
KOTOPOMY J0BEpsielb.
OCTOPOXHO
1. He Bce mumyt npasny. UYutaems o cebe HempaBay B MHTepHere - cooOmm 00 3TOM CBOMM
POIUTENSAM UM ONIEKYHaM;
2. IlpurnamaroT nepenucheiBaThCs, UrpaTh, OOMEHUBATHCS - IPOBEPb, HET JIM M10JIBOXA;
3. HezakonHoe konupoBanue ¢aiio B UHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBaii B3pOCIIbIM O IPOOJIieMax B CETH - OHU BCET/Ia IOMOTYT;
5. Mcnonb3yit HacTpoiiku 0€30IacHOCTH M NPUBATHOCTH, YTOOBI HE MOTEPATh CBOM AKKAYHTHI B
COLICEeTSX M JPYruX Mmoprajax.
MOKHO
1. VBaxail npyrux nonb3oBaresei;
2. Tlonpzyeuibcst MHTEpHET-UCTOYHUKOM - JIefIail CChUIKY Ha HETO;
3. OTKpbIBail TOJILKO T€ CCBUIKH, B KOTOPBIX YBEPEH;
4. OOmaTheCcs 3a MOMOIIBI0 B3POCIBIM - POAMUTEIM, ONEKYHbl M aJAMHHHMCTpAlUsl CalTOB Bcerjaa
MIOMOT'YT;
5. IIpoitau oOyuyenue Ha caiite "CeTeBUYOK" M MOTYUYH MacHOPT LU(PPOBOro rpakJaHUHA!
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